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INTRODUCTION: The vision of smart world has 
been proposed for many years, and  the  research  on  
Internet  of  Things  (IOT),  pervasive  and  ubiquitous   
computing, Cyber-Physical  Systems  (CPS), Wireless   
Sensor Network (WSN), Machine-to-Machine  
(M2M) systems have  been  discussed extensively in  
both the academic and  industrial  fields.1-3 There  is  
an  increasing  overlap  and  merger  of  research  
topics,  and  these  technologies  have  been  applied  
in  many  areas  such  as  agriculture,  disaster, health,   
environment,  industrial  control, transportation, etc.4  

Similarly there has been a simultaneous modification 
in the components of IOT. These days, a typical IOT   
platform consists of three components: wireless   
communication, sensing and cloud service.2, 5-7 As per 
the requirements of industrial field or research prob-
lem undertaken, the IOT architecture can be designed 
and made to perform accordingly.1, 8-9  

In  the  past  years,  the  natural  environment  is  in-
creasingly  destroyed,  and  the  monitoring  and  pro-
tection  of  wildlife  is  becoming  more  and  more  
important. Development and survival of animals and 
plants is possible under appropriate environmental 
conditions. Here the environment conditions include 
both the biotic and abiotic factors related. The interac-
tion of wild organisms with various factors of sur-
rounding environment is very hard to ascertain as of 
limited direct social communication between wild 

organisms and human. This communication is far 
more apart in case of wild animals, which reside in 
their normal habitats.  In order to understand the be-
havior of these organisms and make them survive on 
this planet for longer durations, we need to study the 
various aspects related to their normal life under natu-
ral environmental conditions. Presently there are 
many protocols are still more added in routine basis to 
ascertain such aspects. “Internet of Things (IoT)” is a 
promising software-hardware network including the 
same aspect related to study of animal life for their 
well-being.1-4 

In  this  paper,  we  introduce the research on IOT for 
wildlife monitoring, and we mainly focus  on  four  
important  and  fundamental  application  topics:  lo-
cation  tracking,  habitat, natural environment(in situ) 
observation and behavior recognition. Data collected 
with this software may help the biologists working in 
the same field to understand the hazards faced by 
natural threatened species and ecosystems. This un-
derstanding will definitely be helpful in framing com-
paratively more effective conservation strategies. Here 
we have observed some frequently used research me-
thods for animal and plant population ecology, and 
tried to investigate the current and futuristic applica-
tions of the “Internet of Things” technology.1-2, 5-11 

Components of a typical wildlife monitoring unit: 
A typical wildlife monitoring unit consists of sensing, 
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hardware, software, and communication components, 
as is shown in Figure 1. The hardware component 
includes Micro-Controller Unit (MCU), memory, and 
power supply (solar panel and/or battery). The soft-
ware component includes lightweight operating sys-
tems (uCOS, TinyOS etc), drivers (memory driver, 
sensor driver etc.), identification mechanisms and 
middleware. The middleware deals with the issues on 
standardization of heterogeneous hardware and soft-
ware interface, data stream processing, location and 
context analysis, etc.8 In sensing component, we apply 
different sensors for different observing applications. 
For tracking, various localization methods are used 
such as, satellite positioning receivers namely GPS, 
Galileo, Glonass, Beidou etc. This variation in loca-
tion techniques is preferred since wild animals have a 
broad roaming range. For behavioral studies, we apply 
acceleration, gyro sensors.9-10 For the habitat envi-
ronment observation; we apply monitoring sensors for 
parameters such as humidity, temperature, height, 
light, wind, camera, etc.  

Table 1: Power consumption of G-tracker. 

Item Power consumption 

MCU 
Power: 2.5-5.5v; 

Current: Typical 4-6mA; Idle 
1mA; Power off 1mA 

Satellite Current: Typical 20mA 

GSM Power: 3.2-4.8v; Current: Typi-
cal 20mA 

Sensors Total current: Typical 3mA 

 
Figure 1: Construction of wild life monitoring unit. 

There are two types of communication components: 
cellular and capillary. For cellular type, we apply 
Global Systems for Mobile Communication (GSM), 
Third and fourth Generation (3G/4G), Long Term 
Evolution (LTE) for long distance communication. In 
case of capillary type, IEEE 802.11 protocol can be 
applied for long distance communication, while IEEE 
802.15.4, IETF, 6LoWPAN, Radio Frequency Identi-
fication (RFID) etc., can be applied for short distance 

communication.11-12 Although both cellular and capil-
lary communication components can be applied for 
long distance data transmission, the cellular compo-
nent may cover nation-wide communication range and 
require big size base station; while the capillary com-
ponent can provide better mobility and have self-
organizing characteristic, the size of the base station 
could be small according to the application require-
ment.  

Figure 2 shows typical scenario of wildlife monitor-
ing. Habitat environment observation, sensor nodes 
are set up in the observation area, and are connected 
through sensor networks, such as IEEE 802.15.4. A 
sink node collects the observation data and connects 
with a backbone Wireless Mesh Network (WMN), 
such as IEEE 802.11s. The sink node performs as a 
mesh Access Point (AP) in WMN. Capillary commu-
nication is required in this work.13-16 

 
Figure 2: Auto-ID (left) and uID (right) architec-

tures. 

Functioning of IOT for wildlife monitoring: 

a. Identification: Some wildlife organisms such as 
migratory birds travel in very wide area, so an ID is 
required for identification. The architectures of Net-
worked Auto-ID and uID IOT are shown in Figure 3. 
Each device (or tag) has a global unique ID in the 
communication platform, and main data processing is 
in the back information server (IS). For wildlife track-
ing, the Networked Auto-ID and uID IOT could work 
similarly; while for habitat monitoring, the uID IOT 
may have better performance since the terminal in the 
architecture could acquire both identification (uCode) 
and context information. In practical implementation, 
we could record identification information in the 
analysis server and information server, and install a 
Near Field Communication (NFC) module in the 
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hardware, and add unique identification code in the 
transmission data.17-21 

b. Mobile Access Point(MAP): The mobile access 
point (MAP) should have two functions:  

(1) Gateway function for connecting internet and sen-
sor network: In unconstrained internet, we apply 
HTTP and TCP in the application and transportation 
layer, and apply IPv4/IPv6 in the network layer; while 
in constrained sensor network, we apply IETF CoAP 
and UDP in the Application and Transportation layer, 
and apply IPv6/IETF 6LoWPAN in the Network layer.  

(2) Function for Ad-hoc networks: In the research and 
development of mobile ad-hoc networks (MANETs), 
vehicular ad-hoc networks (VANETs) have been stu-
died in the framework of Intelligent Transportation 
System (ITS). In some other cases the vehicle (or a 
balloon, or a drone) could be equipped with commu-
nication device, and it could act as a communication 
station to form a MANET with other WMN AP. Di-
rectional antennas should be applied for extending 
IEEE 802.11s transmission range, and solar panels 
should be installed on the mobile AP for power charg-
ing.17-23 

c. Monitoring Device: Three kinds of devices could 
be applied for tracking under such wildlife study con-
ditions: mobile communication (GSM) based tracker 
(G-tracker), wireless communication based tracker 
(W-tracker), and satellite communication based track-
er (S-tracker). Besides the device components (soft-
ware, hardware, sensing, and communication), re-
source saving mechanism is necessary since a unit 
may work for more than 1 year for acquiring consecu-
tive monitoring data. Standardization is important for 
the monitoring unit. For communication, in Physical 
layer, we could apply IEEE 802.15.4-2006; in MAC 
layer, we could apply IEEE 802.15.4e, low power 
IEEE 802.11; in Network layer, we could apply IETF 
RPL and IETF 6LoWPAN. For system control, we 
could apply IEEE 1888 series standards.17-20 
 
c. Wildlife tracking: A tracker with a satellite posi-
tioning receiver sends the location data to the data 
center through cellular network or IEEE 802.16., 
when the tracker is within the effective communica-
tion area. Mobile AP (drone, balloon, vehicle, etc.) 
could be applied to relay the data when the tracker is 
out of the communication area. The behavior recogni-
tion unit with acceleration and gyro sensors could be 
installed in the tracker. Cellular and capillary commu-
nications could be integrated in this scenario. There 
are many IOT research issues on communication top-

ics such as WSN, WMN, Mobile Communication, 
next generation internet, cloud service, etc.13-16, 22-26 

 
Figure 3: Behavior recognition process. 

d. Output: In many wild areas, there are few mobile 
communication base stations, so Location Based Ser-
vice (LBS) doesn’t work efficiently, and the main 
localization method is satellite positioning system. 
Figure 4 shows behavior recognition process. Feature 
extraction is performed on the base of the acquired 
location, motion, environment, and physiological data. 
Behavior recognition and recognition model could be 
concluded on the base of the learning from structural 
and statistics features.20-24 

 
Figure 4: Graphical representation showing IOT 

arrangements for wildlife monitoring. 
e. Checklist for undergoing wildlife tracking: If we 
have started the research and practical implementation 
on IOT platform for wildlife monitoring for 1 year, the 
aim of the preliminary research is to develop an effec-
tive monitoring unit for tracking and behavior recog-
nition. The device power and memory are limited, so 
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resource saving mechanism is an important issue. 
MCU rest and activation, local data computation and 
integration, data storage, effective data transmission 
and communication area indication, are the mechan-
isms one need to be concerned about in order to pro-
mote system’s working efficiency. The cooperation of 
these four mechanisms is must for active working: 

(1) For MCU rest and activation, usually a timer is 
used to wake up MCU in a certain cycle. For some 
research applications however, the MCU can be made 
to wake up according to the wildlife’s behavior status. 

(2) For local data computation and integration, the 
MCU analyze the positioning and sense data. Since 
some data amount is very big, so it takes more power 
during transmission. For example, the MCU performs 
behavior recognition on the base of the acceleration 
and gyro data, and only stores behavior data in the 
memory. 

(3) For data storage, the memory may get overflowed 
if the positioning and sensing data increasingly stored 
in the memory before transmission. Data should be 
separated by the status and feature. For example, 
when the wildlife moves from “resting” to “flying”, 
the data should be defined as “important” data.  

(4) The new data replaces the “unimportant” data 
when the memory is overflowed. Coding algorithm 
and processing could also be applied.22-28 

Present and further scope: IoT will definitely be a 
better option for the wildlife ecological and behavioral 
research programmers and users. IoT is still growing 
continuously, incorporation many new features on 
daily basis, finding new users and replacing old tradi-
tional methods used for the similar type of studies and 
events. Presently it is possible to study various eco-
systems with much accuracy and clarity. This may 
help the researcher to get something more meaningful, 
which will definitely improve and enhance the know-
ledge of society about something unexplored. Such 
development and thought can also help in further 
modification of existing system, addition of some new 
features to the existing ones.1, 2, 11, 26-32 
 
CONCLUSION: We observe an increasing require-
ment on ease of use of networks and services while 
maintaining privacy, and a proliferating number of 
“endpoints” including sensor clouds and of new net-
works types, such as vehicular networks. To solve the 
ensuing problems, this paper has proposed using iden-
tities, more precisely virtual identities, as representa-
tions of entities of all kinds as the endpoints of com-
munication. It also proposes using digital shadows 

that represent projections of the entities involved in a 
communication use or in sessions. The handling of the 
privacy of data in the network and the infrastructure 
will be one of the vital issues to solve, as the tempo-
rary collection of session data is a potential asset that 
can be exploited. Future work will need to ensure that 
privacy needs of users and governmental requirements 
on handling data are met. The increased ease of use 
and improved flexibility to support new services and 
means of access in a dynamic and collaborative envi-
ronment must be matched with an increased support 
for privacy protection if the solution is to be accepted. 
 
REFERENCES: 

1. Guo, S.; Qiang, M.; Luan, X. ; Xu, P.; He, G.; 
Yin, X.; Xi, L.; Jin, X.; Shao, J.; Chen, X.; Fang, 
D.; Li, B. The Application of the Internet of 
Things to Animal Ecology. Integrative Zoology. 
2015, 10, 572-578. 

2. Dulari, P.; Bhushan, A.; Bhushan, B. On observing 
the animal ecology through Internet of Things 
(IoT). J. of Comp. & I.T. 2019, 10(6), 42-46. 

3. Dulari, P.  A study of attack on wireless Ad-Hoc 
network. Int. J. Sci. Res. Sci. Eng. Technol. 2019, 
6(6), 168-174. 

4. Ali, A. M.; Asgari, S.; Collier, T. C. An empirical 
study of collaborative acoustic source localiza-
tion. J. of Signal Processing Systems. 2009, 57, 
415–36. 

5. Amardeo, C.; Sarma, J.  G.  Identities in the fu-
ture internet of things. Wireless Personal Com-
munications. 2009, 49, 353–63.  

6. Carbone, C.; Christie, S.; Conforti, K. et al. The 
use of photographic rates to estimate densities of 
tigers and other cryptic mammals. Animal Con-
servation. 2001, 75–79. 

7. Dargie, W.; Poellabauer, C. Fundamentals of 
Wireless Sensor Networks: Theory and Practice, 
John Wiley and Sons. Chichester, UK, 2010. 

8. Dulari, P.; Bhushan, B. A novel approach for 
cloud data security enhancement through crypto-
graphy and biometric in the government cloud 
environment. Int. J. Comp. Sci. Mobile Compu-
ting. 2019, 8(12), 59-63. 

9. Harper, S. J.; Batzli, G. O. Monitoring use of 
runways by voles with passive integrated trans-
ponders. Journal of Mammalogy. 1996, 77, 364–
369. 

10. Harris, R. B.; Burnham, K. P.  On estimating 
wildlife densities from line transect data. Acta-
Zoologica Sinica. 2002, 48, 812–8. 

11. He, T.; Krishnamurthy, S.; Luo, L. et al. Vigil 
Net: An integrated sensor network system for 



[Internet of Things (IoT) to Study the Wild Life: A Review]  

 
                                                                                J. Biol. Chem. Chron. 2020, 6(2), 11-15                                                        15 

energy efficient surveillance. ACM Transactions 
on Sensor Networks (TOSN). 2006, 2, 1–38. 

12. Heilbrun, R. D.; Silvy, N. J.; Peterson, M. J.; 
Tewes, M. E. Estimating bobcat abundance using 
automatically triggered cameras. Wildlife Society 
Bulletin. 2006, 34, 69– 73. 

13. Kumar, M.; Bhushan, A.; Kumar, A. A study of 
wireless Ad-hoc network attack and routing pro-
tocol attack. Int. J. Adv. Res. Comp. Sci. Software 
Eng. 2012, 2(4), 30-33. 

14. Dulari, P.; Bhushan, A. A study of minimization 
of 3G/4G handover failure. Int. J. Sci. Res. Sci. 
Eng. Technol. 2019, 6(6), 164-167. 

15. Huang, H. H.; Ku, C. Y. A RFID grouping proof 
protocol for medication safety of inpatient. Jour-
nal of Medical Systems. 2009, 33, 467–74. 

16. Kumar, A.; Bhushan, A.; Kumar, M. A study of 
minimization of 2G/3G handover failure.  Int. J. 
Adv. Res. Comp. Sci. Software Eng. 2012, 2(4), 4-
7. 

17. Dulari, P.; Bhushan, A. Cryptanalysis with a 
symmetric key algorithm TORDES. Int. J. 
Emerging Tech. Adv. Eng. 2013, 3(2), 61-65. 

18. Lahiri, M.; Tantipathananandh, C.; Warungu, R.; 
Rubenstein, D. I.; Berger-Wolf, T. Y. Biometric 
animal databases from field photographs: Identi-
fication of individual zebra in the wild. Proceed-
ings of the 1st ACM International Conference on 
Multimedia Retrieval; 18–20 Apr 2011, Trento, 
Italy.ACM New York, NY, USA, 2011. 

19. Liu, C. H.; Li, B. G.; Fang, D. Y.; Guo, S. T.; 
Chen, X. J.; Xing, T. Z. Demo: Rhinopithecu-
sroxellana monitoring and identification using 
wireless sensor networks. Proceedings of the 9th 
ACM Conference on Embedded Networked Sen-
sor Systems; Seattle, WA, USA, ACM New York, 
NY, USA 1–4 Nov. 2011. 

20. Mao, X.; Miao, X.; He, Y.; Li, X. Y.; Liu, Y.  City 
See: Urban CO2 monitoring with sensors”, Pro-
ceedings of IEEE International Conference on 
Computer Communications; 25–30 Mar 2012. 

21. Markham, A.; Trigoni, N.; Ellwood, S. A.; Mac-
donald, D. W. Revealing the hidden lives of un-
derground animals using magneto-inductive 
tracking, Proceedings of the 8th ACM Conference 
on Embedded Networked Sensor Systems; ACM 
New York, NY, USA, 3–5 Nov 2010. 

22. Miller, C. S.; Hebblewhite, M.; Goodrich, J. M.; 
Miquelle, D. G. Review of research methodolo-
gies for tigers: telemetry. Integrative Zoology, 
2010, 378–89. 

23. Rogers, L. M.; Hounsome, T. D.; Cheeseman, C. 
L. An evaluation of passive integrated transpond-
ers (PITs) as a means of permanently marking 
Badgers (Melesmeles). Mammal Review. 2002, 
32, 63–5. 

24. Schooley, R. L.; van Horne, B.; Burnham, K. P.  
Passive integrated transponders for marking free-
ranging Townsend’s ground squirrels. Journal of 
Mammalogy. 1993, 74, 480–4.  

25. Tan, L.; Wang, N. Future Internet: The Internet 
ofthings. Advanced Computer Theory and Engi-
neering (ICACTE); 376–80, Aug 2010, Chengdu, 
Sichuan province, China, 2010. 

26. Thiagarajan, A.; Ravindranath, L.; La Curts, K. et 
al. V Track: Accurate, energy-aware road traffic-
delay estimation using mobile phones, Proceed-
ings of the 7th ACM Conference on Embedded 
Networked Sensor Systems; Berkeley, CA, USA. 
ACM New York, NY, USA 4–6 Nov.2009. 

27. Trolle, M.; Kéry, M. Camera-trap study of ocelot 
and other secretive mammals in the northern Pan-
tanal. Mammalia. 2005, 69, 409–16. 

28. Vasilescu, I.; Kotay, K.; Rus, D.; Dunbabin, M.; 
Corke, P. Data collection, storage, and retrieval 
with an underwater sensor network, Proceedings 
of the 3rd international conference on embedded 
networked sensor systems; San Diego, CA, USA. 
ACM New York, NY, USA 2–4 Nov 2005. 

29. Wilson, G. J.; Delahay, R. J. A review of methods 
to estimate the abundance of terrestrial carnivores 
using field signs and observation. Wildlife Re-
search. 2001, 28, 151–64. 

30. Werner-Allen, G.; Lorincz, K.; Johnson, J.; Lees, 
J.; Welsh, M. Fidelity and yield in a volcano 
monitoring sensor network, Proceedings of the 
7th symposium on Operating systems design and 
implementation; Seattle, WA, USA, ACM New 
York, NY, USA.6–8 Nov 2006. 

31. Guleria, R.; Bhushan, B.; Guleria, A.; Bhushan, 
A.; Dulari, P. Non-ionizing radiation and human 
health. International Journal for Scientific Re-
search & Development. 2019, 6 (1), 130-135. 

32. Guleria, R.; Bhushan, B.; Guleria, A.; Bhushan, 
A.; Dulari, P. Harmful effects of Ionizing radia-
tion. International Journal for Research in Ap-
plied Science & Engineering Technology (IJRA-
SET). 2019, 7 (12), 887-889. 

33. Bhushan, A.; Bhartee, A.; Dulari, P. A Study of 
TORDES with other Symmetric Key Algorithms. 
International Journal of Advanced Research in 
Computer Science and Software. 2012, 2(12), 
337-340. 

 


